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Abstract. Encryption is required to address the ongoing issue of information security within 

communication networks. In the second part of the 20th century, quantum computing was first 

utilized to crack encryption protocols with the SHOR algorithm's development. The 

transformation from traditional to computational has the possibility of jeopardizing the 

protection of the current transaction system, even though recent improvements in QC 

functionality have increased the privacy and security, integrity, and accessibility of networks by 

shielding them from attacks like eavesdropping. This research adopts a comprehensive literature 

review approach to clarify the effects of quantum computers on information security. In 

addition, the study provides a summary of current efforts to guard against quantum attacks. 

Examining all suggested information security and privacy safeguards, this study examines the 

additional issue that quantum computers would severely damage information security. 

Keywords. Quantum Computing, Quantum Cyber-security, Quantum Threats, Quantum-safe 

cryptographic. 

1.  Introduction 

        Data, integrity, availability, security, authentication, and non-repudiation are all protected by cyber 

security, which guards against any harm to digital communication systems and services [1]–[4]. There 

has been a significant increase in cyber dangers due to the growth in available data volume; 

consequently, it is urgent to safeguard personal, commercial, and national information [5]–[7]. A 

quantum computer is an apparatus that use quantum physics to tackle difficult problems. It has a 

remarkable processing speed because of its two primary features, the superposition of states and 

entanglement [8]–[12]. Quantum physics' introduction and progress have undoubtedly been one of the 

most unanticipated dangers to cyber security [13]. Cryptography is one of the most significant domains 

adversely affected by quantum computers [14]–[16]. The encryption underlying contemporary Internet 

communications and e-commerce may one day be vulnerable to a quantum assault [17]. Researchers 

and experts in the field of cyber-security are legitimately concerned that a new form of computer based 
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on quantum physics rather than conventional electronics might compromise the majority of existing 

encryption [13], [18], [19]. The result would render communications as unsafe as if they had not been 

encrypted. Quantum-safe cryptographic solutions must be developed as quickly as possible to safeguard 

subtle and confidential information from possibly disastrous compromises [20]. And while true 

quantum-safe encryption is still in the future, you may use quantum-resistant technology to preserve 

the integrity of classified data and the security of operations now [21]–[23]. This research seeks to 

undertake a comprehensive literature review to understand the effects of quantum computers on 

information security and provide a quick summary of current efforts to guard against quantum attacks. 

2.  Quantum Cyber-Security: An Overview 

        Traditional computers have always worked in binary, employing bits to represent ones and zeros 

to calculate and process data [24]. Current computers are restricted because they can only handle a 

single set of inputs and a single computation simultaneously [25]. A century ago, a new set of physical 

principles known as quantum physics was established [26]. A quantum computer is a new form of 

computer that utilizes the power of quantum mechanics to tackle problems previously thought to be 

unsolvable on conventional computers. Quantum physics' introduction and progress have undoubtedly 

been one of the most unanticipated dangers to cyber-security [8]–[10], [27], [28]. Conventional 

computers manipulate data stored in a collection of bits, where each bit can hold one of two states that 

we call 0 and 1. As concepts progress toward functional technology and answer real-world issues, there 

is no unexpected worldwide competition for industrial leadership in quantum technologies [29], [30]. 

However, one unexpected effect of quantum computing is the destruction of some cryptographic 

techniques that now provide cyber security. A digital signature, for example, is a key prerequisite for 

online security [31]. 

2.1.  Quantum Cyber-Security Impacts  

        Quantum computers, on a massive scale, will considerably increase computational power, giving 

new options for enhancing cyber-security [32]. Cyber-security in the quantum era will be able to 

identify and repel quantum-period cyberattacks before they damage [33]. Quantum computing may 

potentially introduce new vulnerabilities, such as the capacity to swiftly solve the challenging 

mathematical equations that form the basis of various kinds of encryption [34], [35]. While the standards 

for Post-Quantum Cryptography (PQC) are still being established, corporations and other organizations 

may begin preparations now [34]. No quantum computer can yet handle the vast quantity of qubits 

necessary to execute the required to compromise present safety. This will likely alter over the next 10 

to 20 years, increasing the risk for organizations, especially the banking sector.  

2.2.  Quantum Cyber-Security Threats 

        Although many experts think quantum assaults won't happen for a few more years, there have been 

irregular and unexpected developments in the sector. With the advent of quantum computers, secure 

public-key techniques like RSA and DSA are now susceptible to compromise [36], [37]. One of the 

following maths equations will determine whether the approaches are secure: discrete logarithm, elliptic 

curve discrete logarithm, or integer factorization. Large quantum computers can effortlessly address 

these issues. Government entities, for instance, are preparing for the risk mitigation of existing 

cryptographic algorithm flaws [7], [38]. If a company stores sensitive information such as financial or 

medical data, it should take the same measures. As corporations continue to quicken their pace, 

however, the creation of the first quantum computers within the next decade cannot be ignored. The use 

of quantum computing to launch deception-based cyberattacks by threat actors is an additional cyber 

security concern relating to quantum computing. These quantum computing risks have distinct 

fingerprints and behaviours that the majority of current software cannot recognize [39]–[42]. 
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2.3.  Quantum-Safe Cryptography 

        In response to the quantum computer danger, the present cyber-security infrastructure must be 

replaced with one that is quantum-safe [43]. Innovators in cyber-security are utilizing several 

technologies for this goal. First, the present cryptographic methods, which cannot withstand the arrival 

of the quantum computer, can be replaced with a new set of quantum-resistant algorithms. The NIST 

has standardized the search for appropriate algorithms in the United States. Various candidates for 

cryptographic functions are presently being evaluated. There is, nevertheless, a definite chance that new 

quantum algorithms, i.e. algorithms that operate on quantum computers, might pose a danger to these 

[10]. The danger may be excessive for data with a high and lasting value. Alternately, and in an 

intriguing twist, one might employ quantum technology, including quantum cryptography, to combat 

the developing threat. For example, the development of quantum key generation and Quantum Key 

Distribution (QKD) is advancing rapidly [39], [44]–[46]. QKD is a revolutionary technology that uses 

a basic property of quantum physics to secure the confidentiality of encryption keys over an optical 

fibre network or in free space. Any effort to eavesdrop on the network would be noticed, preventing 

passive interception. Using QKD now will provide immediate protection for your data against current 

brute force attacks, safeguarding comprising in a post-quantum computation age against attacks, and 

shielding data with a lengthy shelf life. 

3.  Systematic Review Protocol 
        The procedure for the SLR set out to accomplish the goals of this review. The protocol was 

primarily comprised of the specifications for conducting the SLR. First, Sections 3.1 and 3.2 focus on 

identifying prospective bibliographic databases, creating inclusion/exclusion criteria, and selecting 

research papers. Each article was meticulously scanned in the second stage, and pertinent papers were 

extracted, as described in Section 3.3. 

3.1.  Conducting the SLR Method 

        This study was based on an SLR, which conducts the "Preferred Reporting Items for Systematic 

reviews and Meta-Analyses" (PRISMA) guideline [47]. The justification for undertaking this type of 

evaluation is to collect trustworthy studies from numerous databases. Between 2018 and 2022, a 

comprehensive search for English-language articles was conducted in the four major digital databases 

SD, IEEE, Scopus, and WoS. These indexes were selected due to their extensive coverage. Most of the 

studies were related to our research, considering that the cyber-security technique trends have been very 

active in quantum computing in recent years. This research employed query search using different 

keywords associated with information security (e.g., "Cyber-security" OR "Cyber-attack" OR "Cyber-

security") and keywords that deliberated all these terms established under the concept of quantum 

computing (e.g., "Quantum Cyber-security" OR " Quantum Threats " OR " Quantum Computing "). As 

shown in Table 1, the query is used to support the search for various studies for protection from a cyber-

attack within all these terms supporting quantum computing. 

 
Table 1. Literature review query 

Query Details Terms Databases Result Final Results 

("Cyber-security" OR " Cyber-attack" OR " Cyber-security ") AND 

("Quantum Cyber-security" OR " Quantum Threats " OR " Quantum 

Computing " ) 

IEEE=51 

SD=262 

Scopus=129 

WoS=19 

461 Articles 
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3.2.  Identifying Potential Research Articles 

        To find relevant research publications, we established inclusion and exclusion criteria. The criteria 

for inclusion in the SLR were reviewed publications and analyzed the case-control context on quantum 

cyber-security authored in English and published in international conference proceedings and journals. 

In contrast, the criteria for exclusion from the SLR were publications related to cyber-security 

philosophy and not published in any conference proceedings or journals. The studies are in English full 

format language. Additionally, studies focusing on cyber-security but unrelated to the protection from 

quantum computing threads and vice versa are excluded. Throughout the study selection procedure, 

inclusion and exclusion criteria were evaluated. 

3.3.  Systematic Review Results 
        The earliest phases of the study's selection procedure began with around 461 articles culled from 

four databases. The procedure of removing duplicates resulted in the rejection of a total of (n = 167) 

papers. Therefore, the recollection is (n = 294) items. The second round of broadcast contained scanning 

titles and abstracts, obtaining 115 total articles. The next stage in the screening procedure was to recite 

the full texts of the identified articles. According to the criteria, a total of 22 types of research were 

evaluated and deemed pertinent to the evaluation. Fig.1 shows the schematic approach phase's 

flowchart. 

 
Figure 1: A schematic flowchart showing the methodology used for finding, screening, and including 

pertinent studies. 
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4.  Discussion of Related Studies 
        The study [20] studied the situation of PQC at the moment and how distributed ledger technologies 

(such as blockchains) can use it (DLT). Grover's and Shor's algorithms may be significantly impacted 

by quantum computing attacks on public-key cryptography and hashing algorithms in the context of 

blockchain technology. Hash functions and general populace cryptography are at risk as a result of 

attacks using Grover's and Shor's algorithms, which have sped up the growth of quantum computing. 

The study uses post-quantum methods to overcome this issue and thoroughly contrasts public-key 

encryption and cryptographically signed for blockchain.  

        The study's authors [32] examined the relationship between classical technology and the Internet 

of Things, an emerging kind of networking that securely connects many Internet-connected devices. 

The study focuses on post-quantum IoT security methods and examines the architecture of 3GPP 

Security measures in a post-quantum environment. The researchers examined the methods that must be 

applied to protect IoT in the present and post-quantum eras from weaknesses in modern IoT architecture 

and implementation. The examination highlighted the current state of the Internet of Things security, 

including its protection of secrecy, authentication, and integrity, and how methods for identifying 

security threats in the IoT architecture are linked to specific data layering. The risks associated with IoT 

adoption include malware, direct channel attacks, and brute force attacks. Researchers developed 

potential lattice-driven cryptographic approaches as quantum-resistant security models ideal for 

minimizing new risks in the current and post-quantum worlds to solve the issue. 

        The author of [30] focused on creating digital signature systems that utilized user mistake codes, 

which prompted an examination of the viability of putting such systems into practice. It enables 

cryptographers to create strategies resistant to both classical and quantum programming cryptanalysis. 

The suggested method offers additional defence against specific assaults as well as a comparison of 

resistance to quantum and classical cryptanalysis, the difficulty of necessary conversions, and the length 

of generated signatures. 

        The KeyShield ensures the highest level of security and an exact solution to an underdetermined 

linear system of equations by taking into account several proposed factors, including 

forwarding/backward secrecy, minimal trust, guessing resistance, quantum resistance, scalability, 

computational cost, storage overhead, messages overhead, and entity management [48]. Using a linear 

system of equations as a key management method is computationally intensive, whereas KeyShiled 

provides two primary solutions: grouping members and employing a banded matrix. 

        The research [49] examined the present state of quantum adversarial machine learning and offered 

a unique approach by focusing on the challenges and proposed solutions. Quantum machine learning 

methods can handle contemporary quantum probabilistic data-driven challenges, yet, replicating 

quantum computers on conventional computers still presents unsolved questions. Later in the study, the 

constraints of datasets, applications, and adversarial instances, as well as the issues for quantum-assisted 

machine learning, are outlined. This work guarantees that readers will comprehend quantum adversarial 

machine learning and contributes to future research in this field. This research [6] discussed the current 

state of quantum computing technology and the accompanying quantum hazard. They provided 

recommendations on reducing cyberattacks by ensuring security by designing quantum software and 

hardware components. 

        Due to the high sensitivity of quantum communication, interference is easily recognized, and safe 

encryption-key distribution is possible. The report [50] proposed choices for handling this problem: (1) 

to accept where quantum technology goes, (2) to speed the technology regardless of its use, or (3) to 

push the technology to include mass usage. The authors suggested that the United States and its allies 

adopt a public-private strategy to influence high-end and mainstream use. On the other hand, the study 

[51] presented a QKD-based microgrid (MG) distributed control architecture for enhancing cyber-

security. Measurement-device-independent QKD (MDI-QKD) was added to fight against side-channel 

attacks and make the framework suitable for industrial applications. They presented a method for real-

time parameter adjustment in QKD systems based on a deep neural network (DNN) for rapid parameter 

optimization. 
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        In this study [52], the authors analyzed the properties of quantum cryptography and explored its 

potential benefits for the future Internet. Notably, they analyzed the QKD protocol in a noise-free 

channel. In addition, they search for the QKD protocol in a noisy channel to mimic future Internet 

conditions. Theoretically, the outcomes indicated the total quantum cryptography security, which is 

acceptable for the Internet, given the inevitability of future difficulties. 

While the study [28] introduced a special quantum-classical mixed deep learning approach for 

applications in cyber-security To investigate the effectiveness of the quantum circuit as a layer in a deep 

learning model for domain generation algorithms (DGA)-based botnet diagnosis, they compared the 

results of our hybrid model to that of its classical counterpart. We utilized MinREBotnets, CharLength, 

TreeNewFeature, and nGramReputation Alexa from the Botnet DGA dataset. They found that Angle 

Embedding and Strongly Entangled combination yield good precision. However, the remaining 

instances' overall performance is lower than that of the traditional deep learning model counterpart. 

        Meanwhile, in the study [53], the researchers introduced a new authentication and encryption 

system inspired by quantum walks (QIQW). Utilizing the suggested protocol, a blockchain architecture 

for secure data exchange among IoT devices is constructed. For joining chain blocks, quantum hash 

algorithms based on QIQW are utilized rather than traditional cryptographic hash methods. The primary 

benefits of the given architecture consist of enabling IoT nodes to successfully communicate their data 

with other nodes and granting them complete control over their records. 

        Assessment [54] is based on three quantities: the security shelf life of the information assets, the 

migration time to systems built to withstand quantum assaults, and the remaining time until quantum 

computers compromise security. Existing encryption and key exchange systems are becoming less 

effective due to the availability of quantum algorithms. Using a novel post-quantum encryption key 

management method that eliminates the need for PKI, this study [55] has developed technology that 

simplifies data protection in transit. In this work, the researchers suggested a modified advanced 

encryption standard (AES) method and employed quantum computing encrypt/decrypt AES picture 

files [56]. Since the shift is regular during the AES Shift Row operation, the change approach caused 

the shift to become irregular when a quantum random walk was employed. IBM Qiskit quantum 

simulators were used to mimic computing resources and speeds for performance evaluation, while 

encryption performance was evaluated using the number of pixels change rate (NPCR) and unified 

average changing intensity (UACI). 

        The D-Wave 2000Q is a quantum computer used for machine learning by its quantum effect. 

RBMs were trained using the Bars-and-Stripes (BAS) and Cyber-security (ISCX) datasets [57]. Using 

the weights and biases of trained RBMs, the D-Wave was mapped. Classification and image 

reconstruction was carried out. This article [58] examined QC's speed-up performance on Quantum 

Machine Learning algorithms (QML). They used QML approaches like QSVM and QNN to detect SSC 

assaults. The authors compared QML's speed and accuracy to its traditional predecessors. QC promises 

to speed up SSC assaults. However, testing findings show increased computational time and lesser 

precision. The extracted information from the literature is presented in Table 2. 
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Table 2: information extraction from the systematic literature review description 

 
Ref Published Year Technology used Study significant 

[7] 2018 RNG 
Random number generators based on quantum 

mechanics for use in cyber-security 

[52] 2018 QKD 
Quantum cryptography is important for the future 

safety of the Internet 

[20] 2020 Blockchains, DLTs 
Blockchain cryptography that is not vulnerable to 

assaults from quantum computers is introduced 

[59] 2020 
Post-quantum IoT 

security 
Post-quantum IoT cyber-security challenges 

[30] 2020 
Cryptography,  digital 

signature 

Digital signature technologies based on post-

quantum error-correcting codes 

[49] 2020 
Public-key cryptography, 

hash functions 

Resistance to quantum computing assaults in post-

quantum blockchain cryptography 

[48] 2021 QSC 
A Key Management Protocol That Is Scalable and 

Quantum-Safe 

[6] 2021 Quantum threats 
Quantum risks are the main focus of cyber security 

for quantum computers. 

[50] 2021 
Communication Cyber-

security 

Quantum communication for post-pandemic 

cyber-security 

[60] 2021 MDI-QKD 
Architecture for microgrid control based on 

quantum keys 

[53] 2021 QIQW 
Identification and cryptography protocol using 

quantum walks as inspiration 

[57] 2021 BAS 
implementing a constrained Boltzmann machine 

for quantum computing (RBM) 

[55] 2021 
CoreVUE 

 

Using CoreVUE, a post-quantum security 

protocol, they can bypass public-key infrastructure 

encryption and key exchange. 

[56] 2021 AES, NPCR, UACI 

IBM Qiskit quantum simulators were used to 

model computational assets and speeds for 

performance analysis. 

[61] 2022 Quantum annealing 
Quantum annealing-based cyber-security using 

restricted Boltzmann machine 

[28] 2022 DGA 
Using a Quantum-Classical Deep Learning Model 

for Cyber-security 

[58] 2022 QSVM, QNN 
Measured how well QML performed in terms of 

speed and accuracy of processing 

 

5.  Conclusions and Recommendations for Future Work 

        Quantum computing has the potential to transform modern computers and cryptography. However, 

integrating quantum technology into ordinary life would need decades of progress and attention. 

Multiple algorithms have been created to tackle certain problems more efficiently than traditional 

computers, accelerating the theory's development. These algorithms have laid the groundwork for 

expanding research to meet future demands. However, hardware improvements did not match the speed 

of theoretical work. The existence of a universal quantum computer remains an extremely distant goal. 

In this paper, we examined the current state of the art in quantum computing and cyber-security and 

outlined the recommended techniques to date. Quantum computing for cyber security denotes the use 

of quantum computing to reduce cyber-security vulnerabilities. In addition, utilizing quantum 
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computing technology to combat cybercrime carries risks. Our findings imply a substantial need for 

more study in this burgeoning field. This current systematic review will give practitioners and scholars 

in quantum and cyber-security a deeper knowledge and shed light on future research possibilities. 

        Investigating non-discrete logarithmic cryptosystems is important to thwart quantum computers. 

Quantum data processing and communication outperform traditional communication due to their unique 

properties. A particle's location in the micro world is difficult to determine because of its numerous 

locations. Additionally, quantum cloning enables the restoration of any data that an opponent took from 

the quantum. Extensive research is continuing to broaden the breadth and availability of QKD data. 

Quantum cryptography protocols and their applications are adequately defined. 
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